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<

> || & nstant Piconet [@) Summary | g Instant Channels | 433 Raw data

Heodie' W Time PIN Link Key Aco v |
§.469 675 000 Notapplicable Missing Notapplicable Not applic...

"PC" E8:2 e

T e _NO“DMCW

L2cap “

5C0/e500]
@ Transa

| J& SDP Service Search At... r &g Parameters

082 0.03 0.4 0.0 0.06 0.7 0.0 0.3 I 0.01 082 0.3 0.4 0.5 0.06 ‘ B % ServiceSearchPatter

: 7.70 s il @ Service Class 1 Hands-Free Audio Gateway
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Better Analysis.
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Better Analysis.
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P
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Better Analysis.

Message Log BR/EDR. Overview Low

Ellisys HCl £ > ¥ =7 3 a > API —_
HCI Overview (Injection
; cPeF PERS

TFIA4Y Y7 b7, Record A ==—® Available STecoT Singte-selection =
Analyzers C HCl Injection API 23R4 5 Z &N TEET, A
V=7 3 APl L. UDP (User Datagram Protocol) % i
HALT HC BET— 4 %774 Y7 Moy =TITHREL
I, ZOBET X, TFHTA P OERE HO R— D
1oL L TRl SA TS0 512, HCl Injection
Overview (ZVU TV & 4 L CERRINET,

Please select an analyzer

Elisys Injection AP|

[] Use this anatyzer by default Cancel

ZOHETEHRE L) 7 X% =%, 7FIA4F Y7 o7
ISFERR DB BIEA T TIRAF T D720, LARED R Ui
@ Bluetooth T — ¥ Z504%k L C b HEIRICIE L SN E T,
Bluetooth Analyzers User Manual |Z(%, FFSEGECHY I La— ReEX v ra— K500
7 iEmA S TnET,

EllisysU <€E— k2> F 2 —/L API

Ellisys UE—ha> ha—i APl (X, 7FHIAF Y7 b =TIV 7% — ((EED Y —ANLET)
70T T ATEATDHEOIMEHTEEY, flziE, Windows LY A MU OERZEHRL, HrLwv
Vo2 X —% Y7 g7 TV r—ra iy vadTbVE—bharybtae—/L APl 7747
NEERT D ENTEET,

LAFD Y > 71Z21%. Microsoft Visual Studio 2010 Zf#H LT c# Ttk SN AMTA K, 7T 74
v DLL, BXOW 7 va— KNG £ TV ET, Visual Studio 2005 UL ETHEAMENH W £,

http://www.ellisys.com/better_analysis/bex400a_remote_api.zip

R ¥ —EEDOFE

BEX400 7+ 7 A WX, Wb N/=l@ET —2 b &, EUOT X TD Bluetooth HFT — X %7l
LET, THFIAY Y7 b7 Tk, BET—X2EHSLT 57201, ekd, Foidiskshn
b b—=RAT7 7 AN, =P —=R3) X —2FETANT LI LR TETET, HC OFEHES HC
AVl v a iy EOBEBEN L TENER CTERWEAETH, XUX—EHDOIFIETT A AND
Vo7 —%Z2H L, 7FT7A4HD Security V4 > R 72 7 F—%2 AJJ L TEFLTE 2560
HoFET,

ZOXOREE. BHTF YT AN —FT 4 AT A, SDK, FETITIAR A N RAEZ v 7 ORERI R
BRIZT 78R TAZENMETT, HlziX, Vo7 —NMEEIN TS Windows DL A KU~
DT T AL, —wOEREIECIRIE SN TV AHEEE— F~OT 7 AR ERBFonEd,

UTDOY A MIFERRSDOTEHZRL, BEETH OO TY, ElisysTIE, Bkx 2T A ARLAH v
IREMBY IR —H ROTHFELRRRLTWELEE, 2O RFa A0 MIEHiT 25 2 & aHeE
LCTWET, Ellisys ~OEREHFEICHONWTIE, 20 FFa Ay hORBICEHILTOET, -,
Ellisys I3, AT LY 7 MY = TIZEFELZMZDHNT, T3 A A =T — TR T 5 2 & 2 < B
HLET,
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Better Analysis.

1T & A ED Bluetooth A% v 7 Fua/Nf X —2F v 7 A—J—|%, Bluetooth HEZsBIFEMITIT, v
AT VUARASNDT 7w A&t MT 25 APl F720% SDK Z42fE L TRV, D H|ZIX Bluetooth
Vo =% MHA T a b EENTWNWD LD T, e VTR, BEZSCTH T Z 4
Y —IZBHWEDEL I,

Windows @ Bluetooth A& v 7

Windows X—AD T A7 A (Windows A ¥ v 7 ZfiH) OV 7 X—i%, %< DA, Windows L
ARUNDBAFTTEET, ZLOBA, 20V 7 F—%, %475 Bluetooth” KL A (VAT A
DIERE S AU TV D Bluetooth 7234 R) (ZBSEfHT Sz, LA FD XK 972 BTHPORT 7 4+ /L X NIZH
DET, BB, ZOTFHNVE~DT 72 ANTEREHERBLERGANHY . T 7 BAT 57D
ILEDOHERZET T HMERHY 5 (ZOFRES T a v TT 7 8ATHERIE T ANT 247
Uw 7 LTLEEND)

HKEY_LOCAL_MACHINE_SYSTEM\CurrentControlSet\Services\BTHPORT\Parameters\Keys

o —A (FK) TiE, 2B a—% (WINSPC) DL YA KU DT (L 4. ETHPORT

BTHPORT/Parameters® [e82acabdde7a] (PC ¢ BDADDR) &#pajuCy 40 o
- ExceptionDB

TORIZ, ZOoT7 47 FYDOHNEZRLTED, 100241cc1d797) 7544 | HeiBypassServices
BENET A 2 (ZOBARIF~y R k) ® BD ADDRE L T/RENT ¢
WET, 2O~y Ry MCE#T 57 =408 v 7% —TF, 20V -l LocalServices
JF—%at—L T, HTY 7 b =T D Security V4 RUIZHED 1T - PeDevices
L7200 T, LFOX2IZ, ZNOHDOTANAAMO RNT 7 4 v 7 DEBIfE
FESNET,

Mame Type Data

ab) (Default) REG_SZ {value not set)

WSl REG_BINARY 53 43 3 de ff d5 9¢ 2b a8 e4 8b 53 9¢ 3c 1e 61

ToORIEX, 7TFIAFRWEET—22E L LI AR LTWET (AT a2 haLoirrErT
HEINCTTANEY L TINTVET) , BEMIZIE, 260WEHE & C O BDADDR HERRI I
TWET,
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Better Analysis.

Fill missing fields Manage ECDH Keys

Time Master / Slave Link Key v

6.469 675 000 "Comp/PC" EB:2A:EA:B4:DE:7A Notapplicakle
2]
6.582 176 250 "Headset" 00:24:1C:C1:D7:97

1 paw data | G Security

ﬁ} Welcome /BR,-‘EDR Overview ]/ Low Energy Overview ]/ HCI Overview (Serial) }/ HCI Overview {USB) ]/Message Log }/H Instant Spectrum 41

Protocol: Single selection - | Alllayers + * c2da § O B 8 & # 5 -. @ B & Y @ g e | 16 items displayed Search |4
Type filter... | W |Typ | W |Type filte. . | - |Type filter.. | W v|T3c'|:n2 filter...

[tem Status Payload fAication Destinatior
@'. AT HFP Supported Features: AT +BRSF=159 = >, OK aster: 'Comp!PC E&:2A:EA:B4DE: 7A <-> Slave: "Headset” 00:24: 1C:C1:D7:97 0x0041 (RF
@,- AT MT Indicator: AT+CIND=? > » +CIND: ("ser... OK Master: JEABSDF: - ] - :CLDF97 0x0041 (RF
@,- AT MT Indicator: AT+CIND? = = s +CIND: 0,0,0,... OK Master: "Comp/PC" ES: 2A:EA:B4DE: 7A <-> Slave: "Headset” 00:24: 1C:C1:D7:37 0x0041 (RF
@,— AT MT EventReporting: AT+CMER=3,0,0,1 = = OK Master: "Comp/PC™ E3: 2A:EA:B4DE:7A <-> Slave: Headset™ 00:24:1C:C1:D7:97 0x0041 (RF
@ AT String: OK 2bytes (0D 0OA)  Master: "Comp/PC™ E3: 2A:EA:B4:DE: 7A <-> Slave: "Headset™ 00:24:1C:C1:D7:97 0x0041 (RF
@ AT String: +BSIR: 0 10 bytes (2B 4... Master: "Comp/PC" E8: 2A:EA:B4:DE: 7A <-> Slave: "Headset” 00:24:1C:C1:D7:97 Ox0041 (RF
% AT Exchange: AT+CLIP=1V > ' > OKYn m_ Master: "Comp/PC" E8:2A:EA:B4+DE:7A <-> Slave: "Headset” 00:24:1C:C1:D7:97
@,- AT Exchange: ATHNREC=0 » » 0K Master: "Comp/PC" ES: 2A:EA:B4DE: 7A <-> Slave: "Headset” 00:24: 1C:CL:D7:97 0x0041 (RF

%< D Windows ¥ A7 A TiX, Microsoft DA% v 7 TiL72< | Toshiba, Widcomm 72 EDH— K
/N—=7 4 OBluetooth A% v 7 PMEM SN TWET, ZOX SV — =T {2 Z v 7 ~DLY
A2 RN T 7B RIIERNDINTD, VAT LB — RX—F 824 5 7935 Windows A Z v
TIZHREINZRT E WD HFIERH Y £3, 2—HF—EX, VAT LOEILARA » bEHEL, — X
—T A MRAE I HT A VAR AL TOLHERLET, 5L, VAT LAET 74/ KT
Microsoft A % » 72721 &9,

BICE-oTE, A T4 D7 4—F 2 %METDHZEHHEZHTT, Tt URL 1TZD—14]
“Cﬁ‘o http://superuser.com/questions/229930/finding-bluetooth-link-key-in-win7-to-double-pair-a-device-
on-dualboot-computer

Android A ¥ v 7

Android 0S DHHIN—T = Tk, FREE— RPN TWEST, Zo'—NX, ZE//
[HEHTFA O T) A=2—"TT, EV FESOBREZKE @HFIZ7E) BT & TER
2720 F9, BREE— RBFHATE 200850, B ENRIFEC O TR, BEVOEERERS
Da—H—v=a TN TBELITZEN,

FAFEE— NIZIX, HC BEOu 7 7 7 A VEANCT LA T a il SESERERENHY £
T, ZD7 7 AME BT Snoop B TT, ZDO7 7 A NMIZiE, XT VU TREDY 7 X% —RNEFENT
B, 77947 by 2T IEHHEICA VAR =T ENTEET, 7734 Y7 b7 I3
IO X —HREEL, FROLEHEA L TWDET AL R LT ADT, B SN T A
A DEALBEE I HEBRICE S LS nE T,

UTORZ7 Y —ray M, AEEE—RFREADNCTLH-O0@RLFIRE, ZOFEELTO
BT Snoop HCIl B 7 7 A )L T, ZDT 7 AWML, #EHEED USB #5i T 7 B A TX 51N, &
FANREIEIERFETHET LI ENTEET,
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Better Analysis.

= B UG il 45% @ 4:09 PM

< @ Developer options

Desktop backup password
S are no tly ] =2 B 9 (| 45% g 4:05 PM

Stay awake < . by Files * B

Scréen will fiever sleep while charging /storage/emulated/0/Android/data
Bluetooth HCI snoop log - btsnoop_hci.log

re all Bluetooth HCI pack

‘ About phone

TozxzV—riay M. TFI3AF Y7 =7 O Import A 7 127K 7 AT BT Snoop HCI
PRI LT= & 2 AT, B CTER Z#L72 BT Snoop 7 7 A VBMEFES NG SR L CTW\WET,

Import = 2
Please choose the input filz and format. ‘."l

Import format

o0
Ellisys UART HCI Capture

Ellisys USB 2.0 HCI Capture

Import data from:

C:\Users\chudk\Desktop\btsnoop_hdi.log
< Back Mext > Cancel
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Better Analysis.

EEN_BT09- Y v 7 & —~D7T 7 & A J5ik

TORIT ) —=rvay M, TTFIA Y7 7= 7 REEREEED BT Snoop 27 7 7 A V%A ViR

— N LIBORIETT,  Efo, A
Yoy R—ERLTOET,

Rty RTINS EEOEEOEEIZEHN SN ET,

INA TA FEE., BERCEGE S~y REy FOBTHEN. SN
TOX—EZTFIAYF YT NI =TI Lo TURES L, HEdEEE L ~v

File View Layout Search Record Tools Help '\ EJ Full screen [ tt [ Analysis | exptnt | [ Add... |
0 ﬁMMe(urd v [ Stop (@ Restart [} Save & Continue %2 | I Navigate - 2L | ) Markers (1) » &0 Cb | @ Filtering: Exclude Background ~ | &%
 HCLOverview (Tajection) (4 _teline | R/EDR Overview,_ | Low Eneroy Overview, | _ HCl Overview (Seria) || HCI Overvie (Us8), | MessageLog | fef 1n 4 ¥ |[Detals i
Pro «c PP PLPEROH ) N@E® @ AW @ % | 1'23items displayed 2 .|| ¥ Alfields | By Showin overview | Display ~ |Ljg | Search -
Type fiter... [V ~[Type fiter. [ [rype fiter... [ Name Value a
kem Commurcation LRkKey |2 HCI Simple Pairing Complete (Success, 00:24:1C:C1:07:97)
@ ¢& HCI Create Connection (00: Master: Host (Unknown BD_ADDR) <-> Slave: Phone |
41 HCI Max Slots Change ( Master: Host (Unknown BD_ADDR) <-> Slave: Phone B 3 HA Packet
® ¢& HCIRead Clock Offset (Conn=ction=0x000C) » Dx00145FC Master: Host (Unknown BD_ADDR) <-> Slave: Phone & EventCode Simple Pairing Complete
@é L2CAP Information (Extended Features Supported) Master: Phone <-> Slave: Headset ¥4 Parameters
@ ¢& HCIRead Remote Version Information (- ~0x000C) > Version=3 Master: Host (Unknown BD_ADDR) <-> Slave: Phone @ Status Success
| ¢& HCIRead Remote Supported Features (- 7=0x000C) > 41Fe... Master: Host (Unknown BD_ADDR) <-> Slave: & BDADDR 00:24:1C:C1:D7:97

(WY > £ HCI Authentication Requested ( 0X000C) > 283545 > 1. : Host (Unknown BD_ADDR) <-> Slave: . —
8 ¢@ HCI Write Link Policy Settings (Corr . Master: Host (Unknown BD_ADDR) <-> Slave: Phone JA HCI Link Key Notification (00:24:1C:C1:07:97, Key=169B6C41:CDAF968
® 4@ HCI Write Link Supervision Timeout Master: Host (Unknown BD_ADDR) <-> Slave: Phone 8 4 HCE Packet
] @ HCI Read Remote Extended Features .. Master: Host (Unknown BD_ADDR) <-> Slave: Phone 7 o
® ¢& HCI Change Connection Packet Type ( 5 =0x000C) Master: Host (Unknown BD_ADDR) <-> Slave: Phone o @ - FyentEade Heiiay Botiication
® & HCI Write Link Policy Settings (C 0x000C, . Master: Host (Unknown BD_ADDR) <-> Slave: Phone s parameters
= - & BD_ADDR 00:24:1C:C1:D7:97
® 4@ HCIRemote Name Request (0! 7) > Motorola HX550"  Master: Host (Unknown BD_ADDR) <-> Slave: Phone 2
=EA = Link Key 169B6C41:CDAF9687:D 1D912EE:EAS2
@& L2CAP Connection (5r-=0x0040, Master: Phone <-> Slave: Headset e Tie Ut henBintod ConbionTeey G
@@ L2CAP Configure (0s1-0x0041, Master: Phone <-> Slave: Headset
@ t'b L2CAP Configure 0x0040, c=0x0041) Master: Phone <-> Slave: Headset 2 Ha Complete (Su C i )
® ,,ﬁ.. SDP Service Search Attribute Transfer (PnP Information: PnP Informat... Master: Phone <-> Slave: Headset 9
= = = = == B + HQ Packet
< >
@ EventCode Authentication Complete
e 2 = 43 Parameters
IE@ Q (1 [F- | origin: 70,059.33ms ~ span: 3.26ms - | Display ~ | Logicinputs | Ljg o Stahis Sieress &
1€ >
i all
HCI (Injected) & | 53 Details | %% Instant Piconet | @9 Summary | jid Instant Channels
Link OUT
o ‘ . | Raw data =
Link IN | ‘ W [ Data type: 3
(et . 012 3 4 5 6 7 8 012345673 "
SRS : . | 5 : . . . Ll . | 5 |0x0000: 18 17 97 D7 C1 1C 24 00 BB ......
0 9.20 9.40 9.60 9.80 70,060.00 .“05,20 0.40 0.60 080 1.00 1.20 1.40 160 1 70,062.00 ms 240 2 |0x0009: S5i 52 EA EE 12 D9 D1 87 96 PR e |
Zoom bar b b
{8 Instant Timing [ Y Instant Audio | . Instant Throughput | 81 Raw data [ & seaurity
Ready |

Android Developer SDKIZ DWW T, LAFDU 7 2L TL 72X

VY, http://developer.android.com/sdk/index.html
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Better Analysis.

CSR N—V AT b AT
TFTIAFY T b T2 TiE CSR D PSTool =7 4 VT A DT 4 —~ v hZFETHAR—F LT
£9, FARET —FR~OITHEMENTNET,

-'.1* BlveCore Persistent Store » Benh=i W

File  Entry Stores Bookmode  Wiew  Fackory  Help

Filter: |use[

biE W W

Llger configuration data 33 [Al
|Jzer configuration data 34
|Jzer configuration data 35
|Jzer configuration data 36
|Jzer configuration data 37
|Jzer configuration data 38
|Jzer configuration data 39
|Jzer configuration data 40
|Jzer configuration dats 41
|Jzer configuration data 42
|Jzer configuration data 43
|Jzer configuration data 44
|Jzer configuration data 45
|Jzer configuration data 46
|Jzer configuration data 47
|Jzer configuration data 48
|Jzer configuration data 49
|Jzer DSP configuration data 0
|Jzer DSP configuration data 1
|Jzer DSP configuration data 2
|Jzer DSP configuration data 3
|Jzer DSP configuration data 4
5
g
7
a8

Ofc 002e 005d 0061 006z 00F3 00ef 0065 003 0046 0093 0000 0003

|Jzer DSP configuration data
|Jzer DSP configuration data
|Jzer DSP configuration data
|Jzer DSP configuration data
|Jzer DSP configuration data 9
|Jzer DSP configuration data 10
|Jzer DSP configuration data 11
|Jzer DSP configuration data 12
|Jzer DSP configuration data 13
Jzer DSP configuration data 14 ;

Jzer DSP configuration data 15 S | A= | Desel s | Az i L |
|Jzer DSP configuration data 16

Lser D3P configuration data 17 [v] _ Deete | Recomnsct | ResetdC | Cose |

632 [0x02b4] PSKEY_LISR42

168 DT — 2 LT T IF7AF Y 7 N =7 CEHETR—- SN TEBY, ZHETICEDOEE
Security V 4 & RU D LinkKey 7 4 —/V RIZANTHZENTEES, 7T 74P YT v =T X
CSR 74—~ MARML., HEIMICERL £,

) X7 DEREE
X T O—EOMIETIX., *#28734# - A1 THZ L TTF R T E—RNIZTAHZ ENTEET,

Linux/BlueZ Bluetooth A % »» 77

BluezZ 1. Linux MAZL Bluetooth 1 k)b A% w7 T4, ZDOAH v 7L, %< @ Android 7
7w h74+—2 (Android 42 X VA THEHINTHWET, V7 X127 278 AT 5 DITfEF
Ra—T 4 UT £I22OWTIE, www.bluezorg ZZ5 MR L TL &0,

PLFD U 7121, HC Y — v &#5# L7 BluezUtils 77U 7r— a L OIFRNH V. bl
SODE LIVER A, https://www.linux.com/news/hardware/peripherals/44623-working-with-bluetooth-
connecting-to-all-those-cool-devices
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Better Analysis.

/var/lib/Bluetooth/[BD_ADDR]/linkkeys
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Better Analysis.

Widcomm #t#! Bluetooth A # v 7

Widcomm i, Windows T & v7- ¥l DBluetooth A % ~» 7 TL 7=, _LELDWindows DA X v
DR 7 g EREEIC, Widcomm D FRROL P A M) OBFiaR L THATLEEN, 235,
Widcomm %Ll Broadcom fLHIZEINE iU E L7z,

HKEY_CURRENT_USERSoftware_Widcomm\BTConfig\LinkKeys

Bluetooth Low Energy

Bluetooth Low Energy (Bluetooth v4.0) &% = U 7 ¢ #§EEIL, BR/EDR TEHINTWDHH D & ITHEAR
Y F£9°, Bluetooth Low Energy ™7 U > 7 T, Long Term Key (LTK) 23R S VE T2, Z D LTK I3,
BR/EDR THEHENTWA U v 7 F—DA 7ot 2 LT k& < #7220 £4, Bluetooth Low Energy 7
NA AL, BR/EDR T3 AL b TN REEAZ AL LTWDT2D, T—F7 7 F ¥ I
TNATHY, I ZIND DT A ZAOMBRRE OFIERENTIR < . FBRIZIEX T 7 A4 AN —I2xt 7
277 —=F b TINTEERMENE D L 72o>THET,

Bluetooth Low Energy D& X = U 7 4 IZBT 5% OEFIZHOWTIX, Fik® “Bluetooth Low Energy @
X 2 TR 2 T ETIES N,

BIuetooth Low Energy TlX, & DHEZ2Y LTK ZE L. Z 4% Short Term Key (STK) (23D < — Ry 7
FLEHWTHOEGRICEE LET, 2O AT Fu—Fof R, ik X OFEERO &

ﬁﬂlﬁ“(%@ Z +UiX Bluetooth Low Energy 0)3‘5%@@#91‘““(3@@ Pt £ COREMI 2NV BR/EDR

EDOREIENVEL S AET, KRk LTX, BWHERHIEBEREN 7o 2 ERFET BN ET,

% Z C. Bluetooth Low Energy Ti, "F—DO&EE" (V7 X —Z s CRFRICIRET D) Tl
72 "F— DRk (LK ZFFIZHET D) 28ALTWET,

BEX400 D=2 —W—|Z & > CHEHE /2 Z L%, Bluetooth Low Energy O)ﬂzﬂE:L ) TA BT TE D120
X — 7&?7&?2%75373?1/\ & T, Bluetooth Low Energy DI FkDHE(LIZ TR NI D
R bET N, BEX4A0D OT —F T 7 F i @;o@wM’@% ﬁﬁf%i?(?ﬁ@
“Bluetooth Low Energy D& % = 7 7e#ife” 2L T 723 W)
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Better Analysis.

TORIZU—2 gy MI. =747 FARALZANE RN LTK DEEINAEZ L TD
T, ZONT Y EREESINDEFA T, STK RSO ZALN T TIAThIL TS Z ElcEE L TL
7R,

g  lowEnergySecuritybtt* - Elisys Bluetooth Analyzer - 80

File View Layout Search Record Tools Help ‘. [EJ Fullscreen A tt F Analysis BT exptnt | 5 Add... /

Q5 il @ |3 | b Record v 4 Stop [ Restart i} Save & Continue | %% %2 | [ Navigate ~ ) | () Markers » & [, | \@Filtering: Only Dongle, Keyfob ~ | €&
%} welome | BR/EDROverview ) Low Energy Overview | _HCIOverview (USE) | HCI Overview (Seria) | Messagelog | fef Instant< 4 » || Instant Piconet 2 x|
Protocol: Multiple selection + | &= s | 7 | £ |9 | 224 items kept, 4 filtered Search KT
Type fiter... [ ~ype fiter...
Transmitter Item A . I
Master: Dongle” 29:CD:00:99:FF:56 # &2 LLCP Encryption Start (01/ =0x0000, 5<0m=0x074C7C3A41FAFBES, [\ =0x0C238785 > 5+Ds=0xA245DAE IW

Dongle

Slave: Keyfob™ 3C:2D:87:84:06:67 | = & SMP Transport Specific Key Distributiorc{{ T~ 3A57C2AC:40411828: 2BC726D5:C2815% Keyfob

|
Slave: Keyfob" 3C:2D:87:84:06:67 & @ SMP Encryption Information (L7 ~3AS7C2AC: 40411625¢ B KM W | 402270378875
Slave: Keyfob™ 3C:2D:B7:84:06:67 =& L2CAP SDU (Basic, Service =SMP) Ty — I
Slave: "Keyfob™ 3C:2D:B7:84:06:67 BQ L2CAP B-Frame (Service =SMP) | & Instant Piconet | ummary | i Instant Channels
Slave: "Keyfob” 3C Dg® Start/Complete LE-U Transfer Details 7 x\
. = Se & . . - 'Y
Slave: Xeyfob* 3C: Bg# Start/Complete LEU Unit ¥ Alifields | 24 Show in overview | Display ~ | Lig Search -
: " 29:CD: bd
Master: “Dongle” 29:CD:00: 4+ EmptyLE-UPacket ‘ oy Vi =
& ¢+ Start/Complete LE-U Packet
o — == = @ um L2CAP Start Fragment / Complete
Slave: Keyfob” 3C ® ( SMP Master Identification (<01/~0x530B, R/ ~OXEASCDODF11C89854) o S
Slave: Keyfob® 3C:2D:87:84:06:67 & . ATT Notification Packet (OxFFF4: 03) | o 7
Security B @ M 0
= — / - ECDEE & Payload Data Length 25
ill missing fields anage eysl o Data 21bytes
Time Master / Slave PIN Link Key / ACO v A | &g L2CAP Frame Dst=0x0006 (SMP)
f& 64.143572...  "Dongle" 29:CD:00:99:FF:! Notapplicable Not applic.. Wz L2CAP SDU Basic, 17 bytes
c« "Keyfob" 3C:2D 6
Y| @ SMP Frame
wireess S = . )
"Keyfob" 3C:2D:B7:84:06... » < S
2 Long Term Key 3A57C2AC:40411828:28C726D5:C2B198E4
"Dongle" 23:CD:00:39:F... EmotyLEU glartiComplete LEL) — < >
Throughput P Raw data Y x‘
Lzcap
‘ Datatype: Packet Raw Data - Search -
SCO500
| 0 1 2 3 4 5 6 7 8 9 A B C 0123456789ABC
0x0000: 06 19 11 00 06 00 06 4 98 Bl C2 D5 26  ............ s

0x000D: C7 2B 28 18 41 40 AC C2 57 3A 24 B4 3B H(LAR. WS

| Rov SV Encryption Infor.. 0x001h: F6 A1 BC 36 6
odo "ol ok [ o5 Todo ol ok ok I oss
442,270.50 ms

3 I ogs 0f0 " ofs ' odo | ofs ' odo | 0d5 | 04
*442,270.00'ms
Zoom bar

{86 Instant Timing | J3 Instant Audio | @, Instant Throughput
Ready |

Bluetooth Low Energy M ¥ = 7 72 85#5t

ITEHHICPE STV D Bluetooth fHARMDELET (v4.2) TlL. Bluetooth Low Energy 7 /31 AD&F =
VT 4 2 RIECH ESED LE X7 axr g r0Blzgte, xR et rbinEd,
ZOBIZEY, BRIEDR O F o7 p4Ekt, DFV SSP L RIEED HIET, P-256 FEHHh#R & FIPS
KFROT LAY X (AES-CMAC & P-256F5 M HifR) ZFIH 327 U > FFIENREIZRD 9, 20D
ERITE, AEINL—7 by b F—DBELTENET, LE OLH—XT V7 (Lo
7 arCailA) 1351 &R AAETY, BR/EDR DFE. BX =T « ax 7 g 0% va.l OfkE
TEMEN, BB FROLTTHERE SN TVDEZ EICEELTLLEEY, <7V 7 HR
SSP DEETTMN, 7ITAX—N TV vr F—ODRINPELRoTHET (1928 v M 56256
v )
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Better Analysis.

TEIZ, LE BF% =T ax7arOFEINAT—FT77F v &, LE LHY— XT YU I7BLIO
BR/EDR Dt ¥ =27 s arbtoltizRRL TWWET,

LE Legacy LE Secure Connections BR/EDR Secure Connections
Pairing Pairing Pairing
TK mRAND SRAND DHKey N1 N2 BD_ADDRm BD_ADDRs

BR/EDR Secure Connections

BR/EDR
Link Key

f5 (AES-CMAC-128)

s1 (AES-128)

Short Term Key
(legacy)

LE Legacy Key Distribution:
LTK EDIV RAND IRK CSRK

h6 (AES-CMAC-128) h6 (AES-CMAC-128)

h6 (AES-CMAC-128) hé (AES-CMAC-128)

Long Term Key
(legacy)

BR/EDR Link Key

BR/EDR Link Key LTK

LE Key Distribution:
IRK CSRK

Stored
Long Term Key

ZDOEIIT, LE BX a7 axr i a Tk, HHEE (BR/EDRZ: E) THERK I V7= % —Z Rl O
(Bluetooth Low Energy 72 &) THiHT 25 Z & & AETY, DF V., BR/EDR & Bluetooth Low Energy
Dl T %P R— T D20DT A ARHY | WD T /3A AH BR/EDR & Bluetooth Low Energy i
FTEXaT axsiarzR—FLTWDLGAE, BTV 7T 57 THAET, VX
UL, LE OXT U o 7 THERR ST LTK 1. BR/EDR #5458 T4 % 72912 BR/EDR DU v 7 F—(T
TWd D Z LN TE, W2, BREDR SSP OXT U > 7 CARK & 7- BR/EDR DU > 7 F—(, LE #
HECHHT D LK BT ENTEET,

Pl A T/E - %: -

Vo X —ZT 7B AT HIZOOMD G EE ZFHDO R, ZORFa XA FTREZEINTVWDHIARE
DORIEZONWTIERZBELOITIL expert@ellisys. com FTCITEHKEL I, ZTOKRFa AL b
FEMEESTLIZNWEEZEZTHWET, THETHNE, FHsnz FXxo A2 MThRT-DER %2 B
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